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Abstract 

Single chip VLSI processors use on-chip cache 
memories to satis@ the memory bandwidth demands o f  CPU. 
By  tolerating cache defects without a noticeable performance 
degradation, the yield o f  VLSI processors can be enhanced 
considerably. 

In this paper we investigate how much o f  the lost hit 
ratio due to faulty block disabling in direct-mapped caches 
can be recovered by the incoporation o f  a very small f i l ly 
associative spare cache. The recovery percentage that can be 
achieved as a function o f  the p r i m q  cache’s parameters 
(cache size, block size), the number o f  faulty blocks and the 
size of  the spare cache is derived by trace driven simulation. 
The results show that when the number o f  the faulty blocks is 
small the use o f  a spare cache with only one block offers a hit 
ratio recovery of  more than 70%, which increases further with 
cache size. A spare cache with two blocks is justified only in 
the case o f  a large number o f  faulty blocks. 

1 .  Introduction 

Single-chip VLSI processors use on-chip cache memory 
to provide adequate memory bandwidth and reduced memory 
latency for the CPU [4 - IO]. The area devoted to some on- 
chip caches is already a large fraction of the chip area and is 
expected to be larger in the near future. For example, in the 
MIPS-X processor [6] more than half of the chip area is 
devoted to an on-chip instruction cache. 

Since in the near future a large fraction of the chip area 
will be devoted to on-chip caches, we expect that in a large 
fraction of VLSI processor chips the manufacturing defects 
will be present in the cache memory portion of the chip. 
Application of yield improvement models [ 1 I] suggests that, 
by tolerating cache defects without a substantial performance 

degradation the yield of VLSI processors can be enhanced 
considerably. 

A technique for tolerating defects is the use of 
redundancy [25]. The use of redundancy to tolerate defects in 
cache memories was discussed in [I ,  21. Redundancy can 
have the form of spare cache blocks where if a block is 
defective it can, after the production testing, be switched out 
and substituted by a spare block using electrical or laser fuses. 
Instead of spare cache blocks, spare word lines and/or bit 
lines may exist that are selected instead of faulty ones. The 
overhead of these techniques includes the chip area for the 
spare blocks or word linedbit lines and logic needed to 
implement the reconfiguration. Another form of redundancy 
is the use of extra bits per word to store an error correcting 
code [26]. Sohi [ I ]  investigated the application of a Single 
Error Correcting and Double Error Detecting (SEC-DED) 
Hamming code in an on-chip cache memory and found out 
that it degrades the overall memory access time significantly. 
Therefore the classical application of a SEC-DED code in the 
on-chip cache for yield enhancement does not seem to be an 
attractive option for high-performance VLSI processors. In 
[27] it was shown that the defects in the tag store of a cache 
memory may cause significantly more serious consequences 
on the integrity and performance of the system than similar 
defects in the data store of the cache. To this reason a new 
way of the SEC-DED code exploitation well suited to cache 
tag memories was proposed. During fault free operation this 
technique does not add any delay on the critical path of the 
cache, while in the case of a single error the delay is so small 
that the cache access time is increased by at most one CPU 
cycle. Unfortunately, this technique is effective only in the 
case that the defects cause single errors per word as for 
example in the case of a bit line defect. 

Another technique to tolerate defects in cache memories 
is the disabling of the faulty cache blocks that was 
investigated in [ I ,  21. It has been shown in [ l ,  21 that the 
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mean relative miss ratio increase due to disabling a few 
defective blocks decreases with increasing cache size and is 
negligible unless a set is completely disabled. Therefore, the 
effectiveness of the method of disabling the faulty blocks 
depends on the number of faulty blocks and whether a set is 
completely disabled. Unfortunately, as we will show in the 
following, a large number of faulty blocks may exist. In the 
case of random spot defects [20] we have to consider a very 
small number of defects because chips with a large number of 
defects will usually suffer defects in other critical resources. 
However, we can easily see that even a very small number of 
defects in the tag store of a cache memory can affect a large 
number of tags, leading to disabling of a large number of 
cache blocks. Also, taking into account the fact that the area 
devoted to the cache may be a large portion of the chip (50% 
or more) and the clustering of manufacturing defects [20 - 241 
we conclude that it is possible in VLSI processor chips a large 
number of defects to appear in the caches while all the critical 
resources of the chips are defect-free. Besides the above, in 
direct-mapped caches, a set contains just one block, thus 
disabling a faulty block means the disabling of a set. Direct- 
mapped caches offer smaller average access time than set- 
associative ones for sufficiently large sizes [3]. Thus as the 
size of the on-chip caches increases, the use of direct-mapped 
caches is favored [ 121. 

Block disabling does not increase the cache access time 
and permits all non-faulty blocks to be used. However it 
increases both the mean and the variability of cache’s miss 
ratio [2]. The main performance metric of a memory 
hierarchy is the average memory access time, Tav. For a non- 
faulty cache with a miss ratio m, 

Tav = Tcache + Tmemory, 
where Tcache is the access time of the cache and Tmemory 
the average access time of the subsequent memory hierarchy 
levels. In a faulty cache where faulty block disabling has 
occurred, the average memory access time will be : 

T’av = Tcache + m’ Tmemory, 
where m’ is the resulting cache miss ratio after faulty block 
disabling. That is, 

m’ = m + 6, 
where 6 is the increment of miss ratio due to the disabled 
blocks. Combining the above relations we get : 

T’av - Tav = 6 Tmemory. 
Since Tmemory is large the above relation implies that faulty 
block disabling increases the average memory access time 
significantly, even when 6 is very small. The value of 6 
depends heavily on the cache associativity, block size and the 
number of faulty blocks [l,  21. For direct-mapped caches 
even a very small number of disabled blocks can result in a 
substantial value of 6. 

Jouppi [12] has proposed the use of a small fully 
associative (called victim) cache for enhancing the hit ratio of 
non-faulty direct-mapped caches. The function of the victim 

cache is to buffer the blocks that leave the main cache due to 
replacement. The reason of incorporating the victim cache in 
[ 121 is for direct-mapped cache performance enhancement 
and not for performance recovery, since faulty conditions are 
not considered. 

In this work we investigate the subject of recovering the 
performance of a direct-mapped cache lost due to some 
disabled faulty blocks by incorporating a very small fully 
associative spare cache -hereafter called spare cache- that only 
serves as spare for the disabled faulty blocks. More 
specifically the following problems are examined : 
1. How does the performance recovered relate to the primary 

cache’s size, block size and the percentage of faulty 
blocks ? 

2. What is the size of the spare cache required and how does 
it relate to the above mentioned factors ? 

The use of the spare cache described later in Section 2 does 
not add any delay to the operation of the cache. The size of 
the spare cache will be measured by the number of blocks that 
it contains. 

The results presented and analyzed in this paper are 
based on extensive trace driven simulation that is regarded the 
best way to determine a cache hit ratio [13]. Results for the 
ATUM traces [14], indicate that hit ratio recovery of more 
than 70% is feasible by a spare cache with only one block 
when the number of faulty blocks is small and increases with 
the size of the cache. The results of trace driven simulation 
also indicate that the incorporation of a spare cache with two 
blocks is justifiable only for large number of faulty blocks. 

The paper is organized as follows. Section 2 presents the 
function of the spare cache. Section 3 discusses the simulation 
methodology, the traces used and presents the simulation 
results along with an investigation of them. Section 4 
concludes our discussion. 

2. The suggested cache operation 

In this section we will describe the use of the spare 
cache along with the primary on-chip cache for hit ratio 
recovery. 

Figure 1 presents the block diagram of the primary on- 
chip cache along with the spare cache. As it is obvious from 
this figure, the only changes to the original configuration 
reside in the cache control logic. Suppose that the primary on- 
chip cache has suffered a number of defects and that during 
production testing the faults caused by those defects have 
been discovered. One approach to implement the disabling of 
cache blocks is to use a second valid (availability) bit [15]. 
The blocks that contain one or more faults will be disabled by 
resetting their availability bit. All the non-faulty blocks will 
have the corresponding bit set and can be used during cache 
operation. 
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Figure 1. Block diagram of the primary and the spare 

on-chip caches. 

All accesses (either reading or writing) are in parallel 
propagated to both the primary and the spare caches. Any 
access that does not refer to a faulty block (the cache 
controller logic can discover if that is the case by examining 
the availability bit) is serviced by the primary cache as in the 
case that no spare existed. This modification does not increase 
the cache's access time. 

Suppose now that an access to a faulty block happens. 
The cache controller logic will take notice of it due to the 
status of the availability bit. Off-chip memory access would 
be required in this case when only block disabling was 
performed. Such an access may not have to take place even 
when using a very small spare cache. The controller logic in 
this case takes account of the hit or miss signal generated by 
the spare cache along with the validity and availability 
information. In a hit case the control logic only needs to 
activate the tristate output data buffer of the spare cache and 
long off-chip memory access is avoided. LRU updating for 
the spare cache can be done in parallel with sending the 
required data to the microprocessor. The spare cache is a very 
small fully associative cache consisting from (as will be 
shown in the next section) only one or two blocks thus the 
hit/miss signal (h/m signal in figure 1) of it will be asserted 
much faster than the hitlmiss signal of the primary on-chip 
cache [ 161. 

When a disabled primary cache faulty block is 
referenced and the access of the spare cache results in a miss, 
the control logic has all the time required to discover the LRU 
block, update the LRU contents and replace the LRU block 
data with those from the slower off-chip memory hierarchy 
when they become available on the local data bus. No 
overhead delay is imposed to the non-faulty cache's miss 
penalty. 

We must notice that the description given above can 
equally well be applied to both real and virtual addressed 

caches. Since the primary cache's organization remains 
undisturbed the above description is also free from any 
specific implementation details. 

3. Simulation and results 

The best way of determining the miss ratio of a certain 
cache configuration is through trace driven simulation [ 131. In 
our simulations we used the ATUM traces because they 
include both operating system references and 
multiprogramming effects. Moreover, the way that those 
traces were gathered introduces fewer distortions of the 
address trace [14]. Table I1 in [2] lists the features of each 
individual trace used. We present results only for the 
combined trace, denoted by alf in [2] due to the large number 
of traces. For this specific trace we combined the individual 
ATUM traces by concatenating them and inserting cache 
flushes before a new trace was appended. The combined 
trace is about 8 million references long. Since the individual 
traces are up to 400000 references we simulate cache sizes up 
to 32 Kbytes. Larger cache simulation would be impossible 
without inserting much error [2, 171. 

Trace driven simulation is known to be a time- 
consuming process [ 131 and several techniques have in the 
past been proposed to shorten the required simulation time 
(see for example [2, 17, 181). These techniques though can 
not be applied in our case. For caches with large numbers of 
blocks and/or enough large number of faulty blocks, all the 
possible faulty blocks combinations can not be taken into 
account in the simulation because then the required time is 
prohibitively large. In such cases simulation for a subset of all 
the possible faulty blocks combinations should be performed. 

Therefore, we have to determine how many faulty blocks 
combinations should be examined so that the miss ratio 
measurement to be close enough to the values measured by 
simulating all possible faulty blocks combinations (exhaustive 
simulation). To this end, for several cache sizes, we examined 
10, 100 and 1000 faulty blocks combinations and compared 
both the accuracy of the results and the required simulation 
time against the results and the required time of the 
exhaustive simulation. We found the one hundred limit to be 
a very good compromise in producing the average miss ratios 
but improper for the minimum and maximum values. The 
extra simulation time required by the one thousand limit was 
not justified, since the average miss ratios were extremely 
close to that of the one hundred and both minimum and 
maximum values of miss ratio although closer, still far 
enough from those of the exhaustive simulation. The one 
hundred limit was therefore chosen. Exhaustive simulation 
was used when affordable. 

Figure 2 shows the percentage of the lost hit ratio due to 
block disabling, recovered by using a spare cache with only 
one block, for block sizes 8, 16 and 32 bytes. Specifically the 
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Figure 2. Percentage of the lost hit ratio due to block disabling, recovered by one spare block for 2 to 5 faulty 
blocks, for caches with block sizes 8, 16 and 32 bytes. 

percentage of the Misses Removed (MR) is equal to : 
MR = (mi -m2) / mi * 100 

for mi = m ’ - m ,  
where m are the average misses of the non-faulty primary 

cache. 
m’ are the average misses of the primary cache with 
the faulty blocks disabled. 

and m 2 = m ” - m ,  
where m” are the average misses of the faulty primary 

cache supported by a spare cache. 
The number of faulty blocks is varied from two to five 
(results for one faulty block have no meaning since recovery 
of 100% would be the outcome in any case). 

In all cases the recovery percentage exceeds 64 %. When 
the primary cache size is greater than 1 Kbytes the recovery 
percentage is well over 75 %. (This is the most common case 
in today’s commercial microprocessor chips). Three more 
observations must be made from this figure : 
a. The percentage of the misses removed (MR) increases as 

the number of faulty blocks decreases for the same 
primary cache and block sizes. This is because less faulty 
blocks means less possible candidates for the single spare 
block and hence less conflict misses. 
MR for the same number of faulty blocks and block size 
increases as the cache size increases. This is due to the 
fact that a larger primary cache has a bigger number of 
addressable blocks than any smaller with the same block 
size, and so references to specific blocks are more rare. 
For example, when the block size is 32 bytes, a 256 bytes 
cache, only has 8 distinct blocks that may be referenced, 
while a 4 Kbytes cache with the same block size has 128 
distinct blocks. If we assume that two faulty blocks exist 
in any of these caches, the probability of interchanging 

b. 

references to the faulty blocks (that cause conflict misses 
in the only spare block available) in the first cache is a 
multiple of the corresponding probability of the second 
cache. 

t 2 faulty blocks \ 
t 3 faulty blocks b 
+ 4 faulty blocks 
4 5 faulty blocks 

~~~ 55 . 
BLOCK SIZE in bytes 16 

32 

Figure 3. Percentage of the lost hit ratio due to block 
disabling, recovered by one spare block for 2 
to 5 faulty blocks. Cache size = 256 Bytes. 

c. The relation of MR to the cache‘s block size though is 
more complicated. According to (b) above one would 
expect that MR will drop when moving to larger block 
sizes, because then we have a smaller number of blocks 
and thus increased conflict misses. But it has also been 
shown in [2], that, for a specific number of faulty blocks, 
the hit ratio loss is greater for caches with larger block 
sizes and thus the spare cache will offer a greater 
recovery percentage. Figures 3, 4 and 5 ,  present MR 
versus block size, for cache sizes of 256 bytes, 1 and 8 
Kbytes respectively and for two to five faulty blocks. We 
can see that for small block sizes the second of the above 
mentioned factors dominates and MR is increased when 
moving from 4 to 8 or 16 bytes block. On the other hand 
for large block sizes the first factor is the dominant and 

329 



95 I 

90 
L 

t 2 f.ulty blocks 
t 3 faulty blocks 
--c 4 faulty blocks 
-0- 5 faulty blocka 

s 
z 75 

I 
65 t -, , ---i 

4 8 16 32 64 
BLOCK SIZE in bytw 
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Figure 5. Percentage of the lost hit ratio due to block 
disabling, recovered by one spare block for 2 
to 5 faulty blocks. Cache size = 8K Bytes. 

the 

MR drops when moving from 32 to 64 bytes block. 
Depending on the cache size, a block size of either 16 or 
32 bytes can maximize MR, for constant number of 
faulty blocks. 
We will hereafter discuss how effective is the usage of 

spare cache to chips with a large number of cache faulty 
blocks. 

Figure 6 plots the recovery percentage of a single block 
spare cache for cache sizes up to 8 Kbytes versus the 
percentage of faulty blocks. For the same percentage of faulty 
blocks caches with larger size have a greater number of faulty 
blocks, thus the percentage of misses removed is smaller. 
Even when 20% of the total blocks are faulty, 60% of the lost 
hit ratio can be recovered. (A fraction of 20% of the total 
blocks, in a 8 Kbytes cache, means that more than 102 blocks 
are unavailable). 

The form of the curves presented in figure 6 should have 
been expected, because any new faulty block that is added to 
the faulty blocks list will cause many more conflict misses at 
the spare cache. Suppose for example that two blocks A, B of 
the primary cache are marked as faulty. Then conflicts at the 
spare cache occur only by references of the form *A*B* or 
*B*A*, where * denotes references to any other except the 

CACHE SIZES 
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PERCENTAGE OF FAULTY BLOCKS 

Figure 6. MR vs. the percentage of faulty blocks in 
caches up to 8K, with block size of 16 
bytes. 
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!i :.f/ 
Figure 7. Conflict probability for one spare block vs. 

the percentage of faulty blocks. Cache size = 

4 Kbytes, Block size = 16 bytes. 

faulty blocks. If another primary cache block, suppose C, is 
also faulty, then any combination of the form *A*B*, *B*A*, 
*A*C*, *C*A*, *B*C*, *C*B*, would cause conflict misses 
at the spare cache. 

In figure 7 the conflict probability in the competition for 
the single spare block is plotted against the fraction of the 
total blocks that are faulty in a 4 Kbytes cache. This curve 
was formed by counting the references and the conflict misses 
at the spare cache. We can observe that when the fraction of 
faulty blocks is less than 10% there is a great probability (> 
0.7) that the spare block caches the required data. When 50% 
or more of the primary blocks are faulty the spare cache 
access will probably result in a conflict miss. 

Incorporation of a second spare block is examined 
hereafter. Figure 8 plots the average miss ratio of a 4 Kbytes 
cache for three cases, namely when only block disabling is 
performed and when the primary cache is backed up by either 
one or two fully associative spare blocks, versus the number 
of faulty blocks. We can see that for less than 16 faulty 
blocks the miss ratio of the faulty cache with a spare cache of 
one or two blocks is almost equal to that of the non-faulty 
cache. The second spare block becomes attractive only when 
a large number of blocks is faulty. The percentage of misses 
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Figure 8. Miss ratio of  block disabling and the use of a 
spare cache of 1 or 2 blocks vs. the number 
of faulty blocks. Cache size = 4 Kbytes, 
Block size = 16 bytes. 
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Figure 9. Percentage of lost hit ratio due to block 
disabling, recovered by a spare cache of 1 
or 2 blocks vs. the number of faulty blocks. 
Cache size = 4 Kbytes, Block size = 16 
bytes. 

removed is plotted in Figure 9. The returns of the second 
spare are much smaller than those achieved by the first one 
and only justified for either : 
a. When a great portion of the total blocks are faulty, or 
b. When hit ratio sustainment is too important. 

Multiprocessor caches usually service misses via a 
multistage interconnect or a bus. When a multistage 
interconnect is used the miss latency can be large due to 
contention existence. Bus miss times with low utilization 
can be small, but delays due to contention among 
processors can become large and are sensitive to cache 
miss ratio [19]. 
Using the average memory access time, Tav, as a metric 

of performance we will now compare block disabling, and the 
use of spare cache. In the introduction we have shown that 
block disabling increases Tav by : 

6 Tmemory. 
If we denote with r the misses removed due to spare cache 
incorporation, using the same procedure we can get that Tav 
in this case is increased only by : 

(1-r) 6 Tmemoly. 

As an example suppose that Tmemory = 6 cycles (a second 
level cache is supposed), Tcache = 1 cycle. From our 
simulations, for a 4 Kbytes cache with 16 bytes block and 16 
faulty blocks : 

6 = 0.055 1, 
r = 76.4%, 

h = 0.8784 (non-faulty cache's hit ratio). 
The overhead imposed on Tav in this case by block disabling 
is approximately 19.1 1 %, whereas in the case of a spare cache 
with only one block, Tav increases by only 4.51%. Using a 
spare cache with two blocks we have an increase in Tav of 
only 2.68%. In the above example, we assumed that a second 
level board cache exists. In low cost systems with no board 
cache, the difference between the increase on Tav when only 
faulty block disabling is used and in the case of a spare cache 
is increased further. 

4. Conclusions 

To achieve high performance in single chip VLSI 
processors, on-chip cache memories are used. As the chip 
area devoted to on-chip caches increases, we expect that in a 
large fraction of VLSI processor chips the manufacturing 
defects will be present in the cache memory portion of the 
chip. Disabling the cache defective blocks was shown to be an 
attractive technique for yield enhancement of single chip 
VLSI processors with on-chip cache. It has been shown in [ 1, 
21 that the mean relative miss ratio increase due to disabling a 
few defective blocks decreases with increasing cache size and 
is negligible unless a set is completely disabled. 
Unfortunately, the number of faulty blocks may be large and 
in direct-mapped caches, disabling a block means the 
disabling of a set. Direct-mapped caches offer the fastest 
access time and for sufficiently large sizes smaller average 
access time than the set-associative ones [3]. Thus as the size 
of the on-chip caches increases, the use of direct-mapped 
caches is favored. 

In this paper we have investigated, by extensive trace 
driven simulation, how much of the lost hit ratio due to faulty 
block disabling in direct-mapped caches can be recovered by 
the incorporation of a very small fully associative spare 
cache. Four conclusions can be drawn from the work 
presented in this paper : 
1. A spare cache with just one block is sufficient for a small 

number of faulty blocks. 
2. A spare cache with two blocks is justified only in the 

case of a large number of faulty blocks. 
3. For constant block size and number of faulty blocks the 

percentage of the removed misses increases as the cache 
size increases. 
For constant number of faulty blocks a block size of 
either 16 or 32 bytes, depending on the cache size can 
maximize the misses removed. 

4. 
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The use of a small (with size two or four blocks) fully 
associative cache which will operate as a victim cache for the 
non-faulty blocks and as a spare cache for the faulty blocks of 
the primary cache is under investigation. 
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